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GUIDE FOR AREA TOP SECRET CONTROL OFFICERS

1. The Top Secret Control System in CIA operates under the
Tunetional supervision of the CIA Top Secret Control Officer and
comprises the Central Top Secret Control- (CTSC) in the O0ffice of
Central Reference; Ares Top Secret Control Offices, eadh staffed
by an Ares Top Secret Control Officer and alternate Top Secret control
officers; and secondary Top Secret control offices operated by assist-
ant Top Secret control offiecers. The functions end responsibilities
of these offices are set forth herein, followed by a description of
the procedures involved in the control snd transmission of Top Secret
material.

2. Areca Top Secret Control Offices are established to facilitate
the transmission end control of Top Secret documents and to serve as
offices of record for major organizastionsl components. Area Top Secret
control officers are nominated by responsible officélrs of such com~
ponents and approval by the -CIA Top Secret Control Officer is subject
to confirmation by the Director of Security° The functions of the area
Top Secret control officer include: -

a. Implementatlon of approved Top Secret control procedures,
recommending the appointment of alternate, and assistant
Top Secret control officers within his area; and indoc-

rination of these officers.

b. Establishment of secondary or subordinate Top Secret
control offices within his area as required.

¢. Recelpt and transmission of Top Secret documents be-
tween his area and other areas within the Agency as well
ag other government departments and agencies.

d. Maintaining current records of the movement of all Top
Secret documents originated or received by his area, snd
permanent records of the final disposition of all such
documents. - .

e. Notification to CTSC éf the moveuwent of all Top Secret
- documents inmto and out of his. area, and of the recording
of Top Secret documents within his ares. -

f. Insuring the recovery of all Top Secret documents charged
to, or in the possession of an employee within his area
who 1is scheduled te transfer, resign, or take extended lesve.
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3.. Secondary Top Secret Control Officea serve as control and
distribution points for subordinate components within the area. The
assistant Top Secret control officer operating such an office is

-nominated by the area Top Secret control officer for appointment by
the CIA Top Secret Control Officer with the approval of the Director
of Becurity. His functions include:

a. Implementation of approved Top Secret control procedures
within his component and maintenance of a record of the
location of all Top Secret documents charged to his office.

b. Insuring that only authorized persons have access to Top
Secret documents and that each person who reads e Top
Secret document signs and datea the cover sheets.

¢. Insuring thsat the trensfer of a document to snother area
or suother agency or department 1ls accomplished only
through his area Top Secret control office.

d. Insuring that all Top Secret documents originated in his
component or received directly by an individuval in his
component are recorded by the area Top Secret control
office.

I, Alternate and Assistant Tep Secret Control Officers are
nominated by area Tep Secret control officers for appointment by the

CIA Top Secret Control Officer subject to confirmation by the Director

of Security. NomiInees are not to be permitted to serve as control
officers until notification is received by the ares Top Secret control
officer that the appointment has been confirmed. The functions of
alternate and assistant Top Secret control officers include the following:

a. Alternate Top Secret Control Officers are authorized to
transmit Top Secret material to other area Top Secret
control offices and other government departménts and
agencles. Included in this category are the personnel of
area Top Secret control offices, all Top Secret couriers,
and operational officers whose duties require direct’
dealings with other agencies involving the transfer of
Top Seeret documents..

b. Asszistant Top Secret Control Officers are generally
responsible for the operation of secondary Top Secret
control cffices and for maintaining controls over Top
Secret documents within the jurisdiction of their respec-
tive offices. Assistants may not transmit Top Secret
documents to another area Top Secret control cffice nor
outside CIA except through their area Top Secret control
office.
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5. Appointment and Cancellation of Control Officers - Nominations

‘of area, alternate, and assistant Top Secret control officers should be

submitted on Form 457, "Request for Appointment or Change in Status of
Top Secret Control Officers", in three signed coples. A fourth copy
noy be retained in the requesting office panding notification of final
action. The forms should be forwarded to CTSC for processing, end noti-
Tication of approval or disapproval will be refturned by CI8C to the area
Top Secret control officer. Requests of extraordinary urgency may be
made by calling CISC. TForms should be submitted in the same manner for
the cancellation of a Top Secret control officer when appropriate, as in
the case of a transfer or change of dubies. Blank forms may be cobtained
from CISC. ’

6. Top Secret Control Numbers - Each Topr Secret document produced
or received by an activity or individusl in CIA will be assigned & CIA
Top Secret control number which will serve to identify the document for
purposes of control and accountebility so long as it remasins in the
Agency. This number will be marked or stamped on the caver or first-
page of the document and will be identified as the CIA TSC No. In
addition, each copy will bear a copy number assigned by the originating
office. - .

4

Docunents Originated in CIA - A document produced in CIA
will be assigned the next consecutive Top Secret control
number from the block of numbers allocated by CTSC.to the
srea Top Secret control office serving the origimstor. If
multiple coples of the document are to be prepared by
printing or from some form of reproducible master, the
Top Secret control number will be placed on the printing
plate or master to be reproduced on all coples.  If the
Gocument is accompanied by a letter or memorandum of
tranemittal, the transmittal document may be assigned the
same control number with a letter or number suffix, e.g.,
JA, -2, /1. This same numbering system may be used with
an attachment which is in itself a complete document or
vhich may be expected to be separated from the remasinder
of the document, or toc successive drafts of a document,

. Documents Received from ocutside CIA - A non-CIA produced
document received initially in an area Top Secret comtrol
office will be assigned s Top Secret control number in
the same manner ag outlined above. Variations of the
control number may be applied to attachments which were
separately contrclled by the originator. In no case will
a second CIA Top Secret control number be assigned to a
document which has been mumbered previously by enother
CIA Top Secret control office.
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T. Topr Secret ILozs - Fach cory of every Top Secret document
produced or recelved by CIA will be recorded by CTSC or by the area
Top Secret control office serving the component or individual
originating or receiving the document. A4 log record will be prepared
on Top Seecret Posting Record (Form'312), Top Secret Control Record
(Form 1225), Log Sheet (Form 311), or other suitable recording medium
approved jointly by the CIA Top Secret Control Officer and the Director
of Becurity. Each subsequent transfer of g copy of the document out-
side the area will be recorded in the log, showing‘date‘of transfer,
recipient, and courier receipt number, if applicable. The log record
will ineclude the following information: :

8. CIA Top Secret control number,
b. Source (qriginating office),
¢. Description of document, e.g., report number, short title,
d. Date of document,. |
e. Copy number

f. Number of pages in document and total number of pages,
including attachments, - - '

g. Number of attachments, if any,

h. Identification of attachments, 1f deemed significant,
i. Date of recording (receipt),
J+ Name or initials of recording clerk,

8. Cover Sheets - A Control and Cover Sheet (Form 26) will be
prepared by the area Top Secret control officer for each copy of every
Top Secret document originated in his area or received initially in the
area from outside CIA, showing all ldentifying information called for
in the heading of the form. As a matter of convenience, where. multiple
copies sre involved, the infbrmation'may be entered in the center of
the top portion of the form by means. of a MULTISTAMP stencil or similar
device on lines corresponding to the printed hegdings. This cover sheet
will remain attached to the document until such time as the document is
downgraded, destroyed, or dispatched outside-CIA. Each Top Secret control
officer who receives the document will sign in the left-<hand column and
record the date end time of receipt., Each individual, other than control
sersonnel, who reads the document will sign and indicate his office and
Tthe date in the right-hand colums. Upon being detached from the doc-
ument, the appropriate block st the bottom of the form will be executed
and the cover sheet forwarded to CTsC.

lpe

i i

Sanitized - Approved For Release : CIA-RDP67R00587A000100140015-5




* Sanitized - Approved Fo ease_: CIA-RDP67R00587A000100140015-5

9. Trensmission of Top Secret Documents

a.

Meang of Carriage - Top Secret dncum@nts, cther than
those transmitted by approved electrical means, will be
carried by a Top Secret courier (officer courier). Under
7o clircumstance will a Top Secret document be trans-
mitted by U, 5. mall. When extracrdinary circumstances
warvant, a Top Secret document may be delivered by an
Top Secret control officer or an alternate Top
et control officer desigmated by him. In such a case
2 documnent need not be double wrapped; however, the
rocadures specified elsevhere herein as to document
recelpbs and logging at both the sender’s and reciplent's
control points must be cbserved.

-
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(1) CiA Top Secret Courler qerv*ce - Domestic Top Secret
courier service (ofificer courier) is furnished
routvinely by the Offlce of Logistics. This Service
is used for the transmission of Top Secret material
vetween srea Top Secret control offices and between
CIA and other government departments and agenciles.
Top Secret courier service may be obtained by tele-
phone when expedited delivery is required, by calling
the Courier Office.

{2) Armed Forces Courier Service - The Armed Forces
Courier Service provides for the secure and expe-
ditious trensmission of Top Secret material re-
quiring protected handling by officer courier. This
service is adapted to the transmission of Top Secret
material by CIA to authorized delivery points oub-
side the local geogrephical area. CIA offices
desiring to utilize this service may forward the
waterial to CIBC for further transmittal.

Courier Recipts - Courier’s Classified Mail Receipt

{Form 240a) will be prepared for each document or group
of documents intended for a single addressee: The
receipts will be numbered serially and the number will
be inscribed on the corresponding document receipt and on

+ the envelopes or wrappers: If more then one package is

included in a single transmittel the total nuuber of
0¢bkaqes will be entered on the courier receipt. The
Top Secret control number{s) of the document(s) covered

by the receipt will be entered on the duplicate CORY .

" The original courier receipt will bte attached to the

package. The courier will sign and enter the date and
time of pickup on the duplicate, which will be retained
in the transmitting office.

=
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Document Receipts - Document Receipt (Form 615) will be
prepared in duplicate for each document or group of doc~-
vaents to be transmitted fo a single addressece. The
document{s) will be identified according té the headings
on the form, including specific copy nutbers. No elasse-
ified informstion will appear on the document receipt.
izaine and address of the transmitiing office, the date,
4 the number ‘of the courier recelipt under wvhich the
Gerial is being transmitted will be entered- in the
upper portion of the document receint., The name and/or
office and the address of the intended recipient will be
entered in the lower portiom of the form. "The original
document receivt will be enclosed with the document' in
the inner wrapping, and the duplicate retained in a
tickler file pending return of the originael signed by
vhe addressee. A follow-up will be mede on eny document
weelphs outstending at the exnliration of a two-weelk
d.

[#]
-«

d. Wrapping - Top Secret documents tranemitted by courier
will be enclosed in two ocpaque sealed envelopes or
wreppers. The document(s), togsther with the document
recelipt will be placed in the first cover, which will be
secaled with gummed tape. The wrapper will be stamped
TOP SECRET end inscribed with the name and/or office
and address of the intended recipient and the courier
receipt number. This wrapber may also be stamped "0
BE OFENED ONLY BY ADDEESSER", if appropriate. This
wrapper will then be enclosed in & second envelope or
wrapper and sealed with gummed, tape. The outer wrapper
will be inseribed with the office symbol and address of
o LIA Top Secret control office or an authorized Top
Becret control point of another government agency or
department serving the intended recipient. The outer
wrapper will be stamped "VIA OFFICER COURIER", the
courier receipt number will be inscyribed thereon, and
the original courier recelipt affixed. No classification
marking will appear on ‘the outer wrapping. o '

10. Destruction of Top Secret Documents - The destruction of -
classified documents must be accomplished {Emémcordanﬁe with applicable
ilews and regulations, and questions concerning the legal authority for
the desgstruction of government records should be referred to the Area
Hecords Officer. Under no cilrcumstances will registered docunments,

N cocunents, or SEATO or CENTO Top Secret or Secret documents be

destroyed by an area Top Secret control officer. Thesge documents will
be returned to CTSC when they are no longer required in the ares or

" upon the expiration of the loan period. Surplus or excess copiles of

ther Top Secret documents which have served their purpose and for '

EIers
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walch no Purther routing is indicated ray be destroyed by burning at
the CTA incincrator by the custodian or his designee in the presence

af o witpeseing CIA employee cleared for sccess bo Top Seeret material.
The cover sheet will be removed and the destruction certificate at the
vottom of the form will be signed and dated by the person accompllshing
the destruction and the witness, and forwarded to CTSC. The date of
destruction will be recorded in the aren Top Secret log.

1l. Revproduction of Tov Secret Documente - Top Secret documents
w2y be reproduced only upon authorization by the originator, and repro-
duction must be limited to the minimum number of copies required for
eifTliclent operation. Each reproduced copy will be assigned a local
copy number which will be distinguisheble from the copy number assigned
by the originator, and may be designed to indicate the type of repro-
duction; e.g., P-1 for photostatic copy, T-1l for thermofax copy; or may
be identified by a series number, e.g. Copy 1, Series B. Reproduced
copies will be controlled in the same menner ag prescribed for original
copies of the document. -

a. (TA-broduced Dogumen§§ -~ Permission to reproduce CIA-
Produced documents will be obtained from the originator
of the document, if within the area proposing to repro-
duce, or through the appropriate ares Top Secret control
office, if in another area. In the latter case, the
area Top Secret control officer, when granting permission
to reproduce, will specify the copy number(s) to be
assigned, to avoid duplication of copy! nunbers.

b. Non-CIA-produced Documents = Permission to reproduce Top
Secret documents of other than CTA origin will be requested
of CISC, and the reproduction will normally be performed
Ty CISC, except under extraordinary circumstances when
the document can be more expeditiously reproduced in an
area Top Secret control office. When this is done, the
CoRY numbers to be assigned will be specified by ¢TISC.

12. Notification to Central Top Secret Control - Each area Top
Sceret control officer will furnish periodically to CTSC a log on
Form 311 or other suitable reporting medium showing recelpt and trans-

mission of the following categories of Top Secret documents, other
than cables:

&. Documents originsted within the area,

L. Documents received from another area Top Secret control
office or directly from a non-CIA source,

-7..
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c. Documents transmitted to. another ares Top Secret control
oiTlce or to a ﬁlnt outiside CIA.

ihils log will not show the transfer of documents to or from CTSC nor

internal routing within the reporting area. The log will normally be
forwarded weeskly; however, the interval may be sdjusted on the basis

of the volume of Top Secret documents involved.

| 25X1A2
25X1A29 33. - SEATO, and CENTO Documents - documents and g

SEATC and CENTO Top Seeret and Seared documents are to be controlled
by, and made svallable only to CIA personnel. who have been briefed

for access to the material. Such deocuments will be received in an
aran Top Secret control office from CISC on e loan basis and will be
returnzd to CTSC upon expiration of the loan periocd, or sconer 1f they
have served thely purpose. They will not be reprod&ced nor traansferred
o any control point cubside the srea other than (TSC. These documents
will he contrelled in the same manner ag vresceribed for Top Secret
documents generally, excepht that SEATO and -CENTO Secret documents will
be identified for control purposes by short title or serles number. A
CIA Top Secret contrcl number will not e assigned to these Secret
documents, nor will the Top Secret control and cover sheet be used.

A complete roster of CIA personnel who have been briefed for
0 documents in these categories will be maintained in (CTSC.
ea Top Secret control officer concerned will maintain a similar
of persons in his area. If a reguest for such a document is
‘ed by an area Top Searet control officer from a person whosé
oes not sppear on the roster, and! his need for the document is
Li a written request for the necessary briefing will be
sed to the cTA [ SEATO, or CENTD Control Officer, as
aopropriate, signed by a reapon51ble officer of the requestor’s com~
vonent, and forwerded to CTSC. In case of an urgent requirement,
wrrangements may be made by calling CTSC, with a confirming memorandum
o Yollow.
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1h. Reclassification of Top Secret Documents - A351stanu Classifi-
cation Control Officers and authorized classifiers are raesponsible for
the review of CIA-produced classified material and the reclassificatipn
of such material when appropriste, and for notification to their reaspec-
tive area Top Secret control offices of the reclassification by them of
Top Secret documents.

3

]

Hotification of the reclassification of.Top Secreb documﬁnts,
of either CIA or non-CIA origin, which were disseminated by the Offic
¥ Central Reference, will be issued to recipients of the documents bv
he CIA Classification Control Officer in the form of serially numbered
oY dnaz bulletins. Notification of the reclagsification of Top Secret

occumente disseminated ov other CIA offices will also be made by the
e

el

Sanitized - Approved For Release : CIA-RDP67R00587A000100140015-5



- Sanitized - Approved For Release : CIA-RDP67R00587A000100140015-5

CIA Clessification Control Officer vhen deemed arpropriate. If the doc-
unent ig in the nature of a single addressee memorandum &F was glven a
strictly limited distribution by the originating CIA office, notification

©to the recipient(s) moy be made by the originator.

Upon receipt of a regrading bulletin from the CGIA Classification
ol Officer, the area Top Secret control officer will change the
sificatlion of any copies of the document in his custody as oulk-
below;

“. The front cover or first pase of the document will be
marked or stamoed to reflect substantially the following:

45

TWIRLLIGENCE AGENGY

SRITY 0¥

The new classification will be entered on the aypropriate
line and the authprity will be shown as Regrading
Bulletin No. ., with the date of the bulletin.

b. The classification TOP SECRET will be stricken and the
new classification and/or control applied wherever the
original classification appeared on the document.

¢. The cover sheet (Form 26) will be executed in the appro-
priate space to show the new classification, detached,
and forwarded to CTSC.

d. The area log will be marked to reflect the change of
classification and the disposition of copies of the
document . »

When notice of reclassification of a Top Secret document is
celved by the area Top Secret control officer from an agasistant class~
iication contrel cfficer or authorized classifier in his own area, the
sssification of any copies of the document in his area will be changed
accordance with the foregoing. = The name and office of the responsible
icer in the area will be shown as the authority for the change. The

o1 a copy thereof, will be Forwarded to CISC for the CTA Classifi-
n Control Officer, with 2 nntation as +n whether recivients have
notified of the reclassification. Tf such notification is to be
ation of the document was made by the origi-

e
i

Gator, the ares Top Sceret control officer will advise GTSC of the dis-
“ribution, showing addressee, copy nuwiber, and date of transmitial.
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